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Protocol Stack ;¥ I8 4 gE

- FEFA[ZE : APP RIFE#RE. RPS . EERE., error
« Wrk, Jmeter: #=#t P & & LURIE

- {EHHEIE : TCP, UDP T{E4K:R : connections, reconnection, errors

* |perf, netperf

- M E MR FEEEIERE N (Packets Per Second)
 Pktgen (Linux Kernel B#)
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DNS 15 % %7

 DNS (Domain Name System)

« Domain Name & IP B51ER{%R

* *IEEF/H\:JI{L‘.\J o

« GSLB: Global Server Load Balance €& &
- BRERFRAEIR
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Domain Name & ﬁg*ﬁ'(ReSOl\ “““““““ “““ s

Top-level Domains

Second-level domains
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.us .Cn .net .org .com

| |
[ geekbang.org J edx.org

time.geekbang.org www.geekbang.org
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DNS %%

« 7£ TCP/IP B FERE

- FHEEF UDP/TCP
 Server BSEEH2 Port 53 2k

15 44 B2 AT LUIRSE 8O 5 A TE #kdsk 42 R aR A2 AT
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$ cat /etc/resolv.conf
nameserver 114.114.114.114

Z A E — LINUX / Windows
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DNS Resource Record Types

DNS Resource Description Examples

A IPV4 ${Server FQDN} IN A 140.123.102.10
AAAA IPV6 ${Server FQDN} 86400 IN AAAA 3ffe: :bbb:93:5
CNAME alias www IN CNAME mix
MX Mail exchanger ${Server FQDN} IN MX 10 mail.twnic.net.tw.
NS Name Server (FRRILL IP R7R)  ${Server FQDN} IN NS dns.twnic.net.tw.
SOA Start of Authority, #1{& Record SN “‘“““;":fif:;xi:‘{‘"““’;‘;l:‘g“ﬁ:' ‘
HEeH—{@ SOA, —EREE — 3600600 | wpire
A 3600 ) e
PTR EZEE IP #HFER Domain ${Server FQDN} IN PTR mail.twnic.net.tw.

Name

' 4

I Source: https://zh.wikipedia.org/wiki/DNS%E8%AE%B0%ES5%BD%95%E7%B1%BB%ES5%9E%8B%E5%88%97%E8%A1%A8 8



nslookup

hazel@Hazels-MacBook-Pro time.geekbang.org
Server: 192.168.88.254
Address: 192.168.88.254#53

Non-authoritative answer:
time.geekbang.org canonical name = zabg4torzijx7ew8ilcoe9rdmxi6lnn5.yundunwaf4.com.

Name: zabgd4torzijx7ew8ilcoe9rdmxi6lnn5.yundunwat4.com
Address: 47.93.95.233




Dlg — E.ru%ui_):jﬂ -\-@E/]lnlzlm

hazel@Hazels-MacBook~Pro +trace +nodnssec time,geekbang.org

; <<>> DiG 9.10.6 <<>> +trace +nodnssec time,geekbang.org

root-servers-net of | SEEERER) 008 (RS

;3 global options: +cmd
8343 IN NS
8343 IN NS
8343 IN NS
8343 IN NS
8343 IN NS
8343 IN NS
8343 IN NS
8343 IN NS
8343 IN NS
8343 IN NS
8343 IN NS
8343 IN NS
8343 IN NS

. root-servers.net,
. root-servers.net.
.root-servers.net.
. root-servers.net.
.root-servers.net.
«root-servers.net.

~ T 3 OO0 A0 X W

. root-servers.net.
. root-servers.net.
. root-servers.net.
. root-servers.net.
.root-servers.net.
.1) in 12 ms

= Q- N

;; Received 239 bytes from 168.95.1.1#53(168.95.

172800 1IN NS .org.afilias—-nsESENAS
172800 1IN NS a2.org.afllias—ns@nfo.
172800 1IN NS bO.org.afilias-nst.org.
172860 1IN NS b2.org.afilias-nst.org.
172806 1IN NS cB.org.afilias-nst.info.
172800 IN NS df.org.afilias-nst.org.
Received 490 bytes from 193.0.14.129#53(Kk.root-servers.net) in 11 ms

geekbang.org. 86400 IN NS dns10.hichina.com. &
geekbang.org. 86400 IN NS dns9.hichina.com.
i+ Received 96 bytes from 199.19,.56.1#53(a0.org.afilias-nst.info) in 61 ms

time.geekbang.org. 608 IN CNAME zabgdtorzijx7ewBilc
;3 Received 107 bytes from 106.11.141,115#53(dns9.hichina.com) in 5
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1. A time.geekbang.org

39.106.233.176

-

114.114.114.114

A7

39.106.233.176

h.root-servers.net

2.NS .org,

b0.org afilias-nst.org

3. NS geekbang.org. —»

b0.org.afilias-nst.org
dns10.hichina.com

4. A time.geekbang .org.

~

39.106.233.176

dns10.hichina.com
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SR AR ETE & IP BR

$ cat /etc/hosts

127.0.0.1 localhost localhost.localdomalin

1 localhost6 localhost6.localdomain6
192.168.0.100 domain.com

BT LI BT E AP DNS |, K% 3I5F DNS Server
sudo vim /etc/resolv.conf
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Z 5% (|| — DNS fEHT LB

 docker pull feisky/dnsutils
« cat /etc/resolv.conf
« $ docker run -it --rm -v $mktemp:/etc/resolv.conf feisky/dnsutils bash
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|l — DNS gt <8 - B8

* [# nslookup time.geekbang.org
* [# ping —c3 ${5LRIZE XA name server IP}
» /# cat /etc/resolve.conf //&E%& DNS BLi&
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Z= 15| #£ K511 — DNS 2T AIEE

* $ docker run -it --rm --cap-add=NET_ADMIN --dns 8.8.8.8
feisky/dnsutils bash
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DNS #2fTfER AT

« DNS RSB AZH IO - response time & /~ FEFE

» Client | DNS AR75%88Y latency &

« DNS request 5§ response packet, & LEiE R THEKRIEFR
=
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DNS f# 4 fEl N K% %

« DNS cache — dnsmasq, & & {E4 DHCP AR7% 2K {8

 INRTRNES ?

[# [etc/init.d/dnsmasq start

« BNMAGAIGH ?
[# echo nameserver 127.0.0.1 > /etc/resolv.conf
[# time nslookup time.geekbang.org
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INGE

- DNS 1A — &5 2 FIPEC £ B & 56 AR 75

FEFREN2BEE DNS fiTRIRRE, AFHXE DNS ST XNIEEEM, £

—EERREXKXBHIREE
= R A DNS &{EIEAHZE -

1.
2.
3.

DNS #ER RH
FESc77EY DNS iR
{£F HTTPDNS F{XE A DNS 247 for 2 HiFM68E, FRHTTP B&EES

chain B #J DNS R7E 2%
{£F DNS #J GSLB, wrILUREME D% ~ SelH, I B LIRE MG &iIr Y
|P address
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http://cythilya.blogspot.com/2016/06/dns-prefetching.html
https://news.gandi.net/zh-hant/2019/07/how-to-fight-dns-hijacking/

DNS TE7FHY
- B . 23R EEE B T & E R R domainE T

« {Ei%& : EHTMLRY <head> M A <link rel="dns-prefetch"
href="https://my-site.com">

 [R# : DNS PrefetchingZEhttps T 2 E;ZF AN, EEZEhttpsT
BIRIDNS Prefetching, @ZB7E <head> Al k. <meta http-
equiv="x-dns-prefetch-control" content="on"> F BER{EIDNS

Prefetching, {E R BERNENEAS - MIARE FHIRENEIR -
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HTTPDNS

* 7£ DNS SEHTRIEL— & HTTP 1=

. httpdnsEl’]_J’IEJ’%I ol B iRtiGIERE F—EAPEO ML, &EF
HBHTTPAR BRIt EOMU N i 28, BEEREFm —F
JSON 2448, @ﬁﬁEx 5t 44 AT £ FERY CDN SEIRETBARY IP ik,

I

» HTTPDNS 3R E {7 AR 25 2 255K &

« IRHERRE  FEE (7
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{RETAEEIAY DNS fElzE ?

fith 21| B R L= ZE EY By DNS 8 ?

B LE A L HEE DNS RgE?
LUK Bn{e] iz iR 2
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Thank You




