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CH38 overview



● Network analysis tool like tcpdump & 
Wireshark are common chose to 
troubleshoot network issue.

● tcpdump only supports command line. On 
the other hand, Wireshark GUI can handle 
complex network environment.



● PTR (pointer record) provides the IP 
address associated with a domain name.

● PTR common uses for reverse DNS 
include:
○ Anti-spam
○ Troubleshooting email delivery issues
○ Logging

● Email service: 
Gsuite, AWS SES, SendGrid, MailGun



tcpdump



● A powerful command-line packet analyzer
● tcpdump group github
● tcpdump relate project
● How about other command-line?
● Wireshark CLI tools & scripting youtube

https://github.com/the-tcpdump-group/
https://www.tcpdump.org/related.html
https://www.wireshark.org/docs/man-pages/https://www.wireshark.org/docs/man-pages/
https://youtu.be/IZ439VNvJqo


Wireshark



● A powerful GUI network protocol analyzer
● Over 251000 fields in 3000 protocols can 

filters
● Open source with rich community support
● SharkFest'20 at 10/12 ~ 10/16
● Many of tutorial resources

https://www.wireshark.org/docs/dfref/
https://www.wireshark.org/docs/dfref/


How to analyze network traffic?



● Start with client-side
● Capture server and client traffic
● Focus on time
● The different environment with different 

filter
● Keep your eye on the ball
● (resource)

https://youtu.be/gJmhvL0F3FU


Lab



NLB

EKS control plane

traefik kube-op
s-view



NLB

EKS control plane

traefik kube-op
s-view

115.43.40.158

10.1.8.23 10.1.11.24

10.1.13.131 10.1.6.103

10.1.48.138 10.1.43.161



● what is 169.254.169.254
● Dynamic Configuration of IPv4 Link-Local 

Addresses
● EKS architectural overview
● Elastic network interfaces

https://serverfault.com/questions/427018/what-is-this-ip-address-169-254-169-254/427022
https://tools.ietf.org/html/rfc3927
https://tools.ietf.org/html/rfc3927
https://www.eksworkshop.com/010_introduction/architecture/architecture_control_and_data_overview/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html


NLB

EKS control plane

traefik kube-op
s-view

k-proxy



● Application Load Balancer target type

https://kubernetes-sigs.github.io/aws-alb-ingress-controller/guide/ingress/annotation/#traffic-routing


ALB
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Reference



● What is a DNS PTR record?
● 鳥哥 DNS 正反解

● tcpdump relate project
● Wireshark CLI tools & scripting
● tcpdump group github
● Top 10 Wireshark Filters
● Wireshark Display Filter Reference
● Wireshark distribution command line

https://www.cloudflare.com/en-gb/learning/dns/dns-records/dns-ptr-record/
http://linux.vbird.org/linux_server/0350dns.php#DNS_settingorupper
https://www.tcpdump.org/related.html
https://youtu.be/IZ439VNvJqo
https://github.com/the-tcpdump-group/
https://youtu.be/68t07-KOH9Y
https://www.wireshark.org/docs/dfref/
https://www.wireshark.org/docs/man-pages/


● what is 169.254.169.254
● Dynamic Configuration of IPv4 Link-Local 

Addresses
● EKS architectural overview
● Elastic network interfaces
● Network Load Balancer Support in 

Kubernetes 1.9
● Application Load Balancer target type

https://serverfault.com/questions/427018/what-is-this-ip-address-169-254-169-254/427022
https://tools.ietf.org/html/rfc3927
https://tools.ietf.org/html/rfc3927
https://www.eksworkshop.com/010_introduction/architecture/architecture_control_and_data_overview/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html
https://aws.amazon.com/blogs/opensource/network-load-balancer-support-in-kubernetes-1-9/
https://aws.amazon.com/blogs/opensource/network-load-balancer-support-in-kubernetes-1-9/
https://kubernetes-sigs.github.io/aws-alb-ingress-controller/guide/ingress/annotation/#traffic-routing

