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hping3

{-c HEEHS -S syn EFASNY1E3 }
B R EK

[root@localhost ~]# hping3 -c 3 -S -p 80 baidu.com

HPING baidu.com (enp@s3 220.181.38.148): S set, 40 headers + 0 data bytes

len=46 1p=220.181.38.148 ttl=45 1d=35216 sport=80 flags=SA seq=0 win=8192 rtt=67.1 ms
len=46 1p=220.181.38.148 ttl1l=45 1d=58584 sport=80 flags=SA seg=1 win=8192 rtt=65.8 ms

len=46 1p=220.181.38.148 ttl=45 1d=42170 sport=80 flags=SA seg=2 win=8192 rtt=80.9 ms

--- baidu.com hping statistic ---
3 packets transmitted, 3 packets received, 0% packet loss
round-trip min/avg/max = 65.8/71.3/80.9 ms

[RTT : Round Trip Time (ZREI&EFAILEE)




[root@localhost ~]# traceroute --tcp -p 89 -n baidu.com
traceroute to baidu.com (39.156.69.79), 30 hops max, 6@ byte packets
1 192.168.0.1 3.016 ms 2.918 ms 2.890 ms

2 10.48.192.1 14.518 ms 15.071 ms 14.843 ms
3 10.4.18.113 14.460 ms 15.291 ms 15.203 ms tracerOUte
4 211.76.114.254 16.252 ms 16.185 ms 16.008 ms
5 219.80.240.185 15.125 ms 219.80.241.237 14.704 ms 219.80.240.185 14.901 ms =Pl Al R 4R
al Z8 ;
6 60.199.4.217 14.866 ms 60.199.4.225 15.558 ms 21.235 ms ,.MHT;I:T E'EIP%I%E”'%I
7 60.199.3.122 39.972 ms 60.199.3.130 13.446 ms 60.199.3.122 27.661 ms BRSSP {ic it
8 60.199.14.241 12.723 ms 60.199.14.245 12.057 ms 60.199.14.241 12.433 ms
9 175.41.060.169 140.970 ms 1406.942 ms 146.787 ms
10 175.41.60.222 143.975 ms 175.41.60.18 167.445 ms 175.4T=6Q.222 142.639 ms
11 175.41.60.58 174.997 ms 173.807 ms 175.41.60.90 164.445 ms
12 * ok %k
* % % X0 = P N
1 e ERIEEH
15 221.183.55.86 38.813 ms 39.717 ms 43.458 ms @H’g;ﬂ%&
16 * k%

17 * 221.176.22.161 41.336 ms 40.912 ms

18 * * 221.176.15.209 77.113 ms

19 * ¥ 3k

20 111.24.14.14 85.347 ms 111.24.14.22 77.766 ms 111.24.14.6 97.875 ms
21 39.156.27.1 90.045 ms 111.13.0.174 82.393 ms 111.13.188.38 79.342 ms
22 * 39.156.27.5 88.427 ms 80.218 ms

23 * k%
24 * kX
25 * k%
26 * kX

27 39.156.69.79 81.358 ms 89.887 ms 78.932 ms



PS: B2 &AIA curl

[root@localhost ~]# curl -o /dev/null -s -w "time_namelookup:
(TCP handshake)\n time_appconnect: %{time_appconnect} (SSL handshake)\n time_pretransfer:

time_redirect: %{time_redirect}\n time_starttransfer: %{time_starttransfer}\n ----------

otal}\n" http://www.baidu.com/
time_namelookup: ©0.030
time_connect: 0.071 (TCP handshake)
time_appconnect: 0.000 (SSL handshake)
time_pretransfer: 0.071
itime_redirect: 0.000
Client

%{time_connect}

%{time_namelookup}\n time_connect:
%{time_pretransfer}\n

l
\n time_total: %{time_t

time_starttransfer: 0.137
“““““ =
time_total: 0.140 oYN
. - RTT
time_connect g W}
?ﬁﬁRTT%{B% RTT < ~
pCK
-
time v v time
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[root@localhost ~]# hping3 -c 3 -S -p 80 192.168.0.17
HPING 192.168.0.17 (enp@s3 192.168.0.17): S set, 40 headers + @ data bytes

len=46 1p=192.168.0.17 ttl=64 DF 1d=0 sport=80 flags=SA seqg=0 win=29200 rtt=1.7 ms
len=46 1p=192.168.0.17 ttl=64 DF 1d=0 sport=80 flags=SA seg=1 win=29200 rtt=1.1 ms
len=46 1p=192.168.0.17 ttl=64 DF 1d=0 sport=80 flags=SA seg=2 win=29200 rtt=1.6 ms

--- 192.168.0.17 hping statistic ---
3 packets transmitted, 3 packets received, 0% packet loss
round-trip min/avg/max = 1.1/1.5/1.7 ms

[root@localhost ~]# hping3 -c 3 -S -p 8080 192.168.0.17 @
HPING 192.168.0.17 (enp@s3 192.168.0.17): S set, 40 headers + @ data bytes

len=46 1p=192.168.0.17 ttl=64 DF 1d=0 sport=8080 flags=SA seq=0 win=29200 rtt=1.3 ms
len=46 1p=192.168.0.17 ttl=64 DF 1d=0 sport=8080 flags=SA seg=1 win=29200 rtt=1.7 ms
len=46 1p=192.168.0.17 ttl=64 DF 1d=0 sport=8080 flags=SA seq=2 win=29200 rtt=1.3 ms

--- 192.168.0.17 hping statistic
3 packets transmitted, 3 packets received, 0% packet loss
round-trip min/avg/max = 1.3/1.4/1.7 ms



[root@localhost ~]# wrk --latency -c 100 -t 2 --timeout 2 http://192.168.0.18/
Running 10s test @ http://192.168.0.18/
2 threads and 100 connections
Thread Stats  Avg Stdev Max  +/- Stdev
Latency 48.55ms 87.97ms 1.01s 94 .31%
Reqg/Sec 1.59k 264.84 2.27k 72 .86%
Latency Distribution
50%  28.91ms
75%  33.44ms
90% 42.99ms
99% 527.83ms
31802 requests in 10.08s, 25.78MB read
Requests/sec: 3154 .42

Transfer/sec: 2 .56MB 75% 8.22ms
90% 9.14ms

Thread Stats Avg Stdev
Latency 9.19ms 12.,32mMs
Req/Sec 6.20Kk 426.80

Latency Distribution

50% 7.78ms

999% 50.53ms



[root@localhost ~]# wrk --latency -c 100 -t 2 --timeout 2 http://192.168.0.18:8080/
Running 10s test @ http://192.168.0.18:8080/
2 threads and 100 connections
Thread Stats Avg Stdev Max +/- Stdev
Latency 45.42ms 6.24ms 74.85ms  88.08%
Reqg/Sec 1.10k  108.66 1.52k 83.50%
Latency Distribution

50% 44.74ms
75%  47.72ms Thread Stats Avg Stdev

90% 51.61ms Latency 43 .60ms 6.41ms
99%  62.58ms Req/Sec 1,15k 120.29
21904 requests in 10.06s, 17.78MB read Latency Distribution
Requests/sec: 2176.46

50% 44 ,02ms
75% 44 ,33ms
90% 47 .62ms

Transfer/sec: 1.77MB

99% 48 .88ms



[root@localhost ~]# wrk --latency -c 100 -t 2 --timeout 2 http://192.168.0.18:8080/
Running 10s test @ http://192.168.0.18:8080/
2 threads and 100 connections
Thread Stat: Avg Stdev Max  +/- Stdev
Latency 66.84ms 108.95ms  1.20s 93.58%
Reqg/Sec 1.11k  198.16 1.70k 70.50%
Latency Distripution
50%  41.56ms
75%  50.10ms ,
90%  67.36ms BMBRE
99% 634.13ms
22244 requests in 10.09s, 18.03MB read
Requests/sec: 2204 .47
Transfer/sec: 1.79MB
[root@localhost ~]# wrk --latency -c 100 -t 2 --timeout 2 http://192.168.0.18:8080/
Running 10s test @ http://192.168.0.18:8080/
2 threads and 100 connections
Thread Stat: Avg Stdev Max  +/- Stdev
Latency 52.03ms 8.39ms 86.59ms  76.48%
Reqg/Sec 0.96k _ [121.72 1.20k 74.00%
Latency Distribution
50% 50.22ms
75%  56.07ms g&*;]-a&ﬂﬁﬁ
90%  63.55ms
99%  77.07ms
19115 requests in 10.07s, 15.52MB read
Requests/sec: 1897.52
Transfer/sec: 1.54MB




T 192.168.0.18 Somment
192.168.0.17

0.000000 55746 155746 - 8080 [SYN] Seq=0 Wi"=2---gi 8080 | TCP: 55746 - 8080 [SYN] Seq=0 Win=29200 L...
0.000046 55746 ;2030 - 55746 [SYN, ACK] Seq=0 A---E 8080 | TCP: 8080 > 55746 [SYN_ ACK] Sen=0 Ack=1 ...
0.001741 55746 55746 - 8080 [ACK] Seq=1 Ack=1 EL&Q-ﬁ-Q- TCP: 55746 - 808‘ =RZE =2...
0.002090 55746 20746 = 8080 [FIN, ACK] Seq= 1A°gi 8080 | TCP: 55746 - 8080 [FIN, ACK] Seq=1 Ack=1 Wi...
0.002185 55746 9080 > 55746 [FIN, ACK] Seq=1 Ac.. i 8080 | TCP: 8080 - 55746 [FIN, ACK] Seq=1 Ack=2 Wi...
0.002740 55746 102746 = 8080 [ACK] Seq=2 Ack=2 .i 8080 | TCP: 55746 > 8080 [ACK] Seq=2 Ack=2 Win=2...
- 55748 > 8080 [SYN] Seq=0 Win=2... .
0.0038 Delayed i — ) E—REERHEME
0.00388 ACK 18 18080 > 55748 [SYN, ACK] Seq=0A... 8080 | TCP: 8080 - 5574
0.00401 Lo 195750 > 8080 [SYN] Seq=0 Win=2..1 5,54 | TCP: 55750 - 8080 [SYN] Seq=0 Win=29200 L...
0.004029/ / 55750 1080 - 55750 [SYN, ACK] Seq=0 A... 3080 | TCP: 8080 - 55750 [SYN, ACK] Seq=0 Ack=1 ...
0.00404 ey A [SYN] Seq=0 Win=2..1 oq | TCP: 55752 - 8080 [SYN] Seq=0 Win=29200 L...
0.004049 55752 L3°3° = 55752 [SYN, ACK] Seq=0 A..| gyaq | TCP: 8080 - 55752 [SYN, ACK] Seq=0 Ack=1 ...

55754 - 8080 [SYN] Seq=0 Win=2...

TCP: 55754 >

¥ e

0.009133 55754 8080

L b | *ﬁlﬁlﬁ

080 - 55754 [SYN, ACK] Seq=0 A...

0.009271 55754 8080 | TCP: 8080 ~ 5575

ko
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strace —f wrk —latency —¢ 100 -t 2 —timeout 2 http://192.168.0.18:8080/

[root@localhost ~]# strace -f wrk --latency -c 100 -t 2 --timeout 2 http://192.168.0.18:8080/ | grep setsockopt
execve("/usr/local/bin/wrk", ["wrk", "--latency", "-c", "100", "-t", "2", "--timeout", "2", "http://192.168.0.18:8080/"]
Ox7ffd0a85c968 /* 24 vars */) = 0

brk(NULL) = 0xc69000
mmap(NULL, 4096, PROT_READ|PROT_WRITE, MAP_PRIVATE|MAP_ANONYMOUS, -1, @) = Ox7eff072e9000

. SETSOCKOpT resumea=, =90

1643] setsockopt(37, SOL_TCP! TCP_NODELAY, [1], 4 <unfinished ...>

1642] epoll_ctl(3, EPOLL_CTLIADD, 36, {EPOLLINIEPOLLOUT, {u32=36, u64=36}} <unfinished ...
1643] <... setsockopt resumed>) 0

1642] <... epoll_ctl resumed>)

wrk RiEE T TCP_NODELAY 3%IR, T
BHIEE TCP_QUICKACK




Phttp_user_agent PNTTP_X_TOrwa

access_log /var/log/nginx/access.log main;

sendfile on;
tcn _nonush of f;
tcp_nodelay of f; noi2zk |

BAFnag | elRE
keepalive_timeout ©65;
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wireshark MACTEL: https:/1.as.dl.wireshark.ora/osx/

Nagle’s Algorithm #1 Delayed ACK

- https://medium.com/fcamels-notes/nagles-algorithm-%E5%92%8C-delayed-ack-%E4%BB%A5%E5%8F %8A-minshall-%

E7%9A%84%E5%8A%A0%ES%BC%B7%E7%89%88-8fadcb84d96f

N g i nx'I_*._ﬁE‘E{ If, : https://imququ.com/post/my-nginx-conf-for-wpo.html

C U RLm if - https://blog.techbridge.cc/2019/02/01/linux-curl-command-tutorial/

h 0] i ng3 DDOS: https://kknews.cc/zh-tw/news/3n9lrya.html


https://1.as.dl.wireshark.org/osx/
https://medium.com/fcamels-notes/nagles-algorithm-%E5%92%8C-delayed-ack-%E4%BB%A5%E5%8F%8A-minshall-%E7%9A%84%E5%8A%A0%E5%BC%B7%E7%89%88-8fadcb84d96f
https://medium.com/fcamels-notes/nagles-algorithm-%E5%92%8C-delayed-ack-%E4%BB%A5%E5%8F%8A-minshall-%E7%9A%84%E5%8A%A0%E5%BC%B7%E7%89%88-8fadcb84d96f
https://imququ.com/post/my-nginx-conf-for-wpo.html
https://blog.techbridge.cc/2019/02/01/linux-curl-command-tutorial/
https://kknews.cc/zh-tw/news/3n9lrya.html

