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(ATR ML RESIE

» FoiRiB B IRINERMAE » FEMT ST

o | atency

 Throughput (Bit/Byte per second)
 PPS (Packet per second)

 CPS (Connection per second)
 TPS (Transactions per seconds)

e Maximum concurrent connections.
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EREFE1R TH

BPS/PPS iperf3,pktgen

Latency ping,hping3
Application wrk,ab,jmeter, dnspert




R TEREra IR - LAl TR

Mt EEFE TR TH
BPS iftop/sar/nethogs
PPS sar,/proc/net/dev

I E] netstat,ss




g TEREra R - FREE LR

EREFRIR TH
BRI B conntrack
DNS dig, nslookup
EERE netstat,ss
EEEp ] route, brctl, ip
) ES R tcpdump, wireshark
A8zl ethtool
Bh X Iptables,ufw,ipvsadm
Bt kernel 174 bce, systemtap
2 MTU tracepath
Gl 2 S mtr, deadman,traceroute



https://github.com/upa/deadman

4R

{E{C/E

Z 4NN (Syscall)

o AYEE1EE Socket
e fERIET @i
e Socket
. BHE —3

rt

S NIC 4 F

rt



4R B

HERR Kernel E Kernel

Application Application

Kernel Stack

Switch/
Router




T (HERR Kernel)

« DPDK
« RDMA
« XDP



Linux Kernel without DPDK Linux Kernel with DPDK

DPDK

User Space
DPDK Libraries

Linux Kernel Linux Kernel

Kernel Space
Network Driver Driver

Network
Hardware

https://blog.selectel.com/introduction-dpdk-architecture-principles/



RDMA

Communications over TCP Vs. Communications over RDMA/RoCE

Application Application , ,
! Application

Sockets Sockets

T'.'(l,,\ _“.‘l? Tr.zn‘ O
INPC

Protocol Dntver Mrotocos Dirives

! t ' |

- wtp b

NIC Driver NIC Driver

https://blog.mellanox.com/2018/06/double-your-network-file-system-performance-rdma-networking/



XDP

RX CPU : Other CPUs

. . Control Application
Application Load/Configure BPF

— e = e e em e b e em e e em e el e e e e e e e e e e e e e e e e e e e e e e e e o e e e e e e e e e e e e e - - - —

XDP Packet Processor
Packet Steering

/ (RPS/RFS) "

|

|

S@ Drop {} Receive Local | |

I Y B :

|

GRO :

» ! » ® ! : » - 3 2
v v g v

= — Driver/Device — —
— [o—1 : —

https://www.iovisor.org/technology/xdp



Ceph Example

* Ceph (Distributed Storage Solution)

e https://qgithub.com/ceph/ceph/tree/master/src/msg/async
« DPDK/RDMA

* Epoll/Kqueue/Select


https://github.com/ceph/ceph/tree/master/src/msg/async

L = JTI
#8153 (In Kernel)

(fs/read_wrrite. c) SYSCALL_DEFINES (.... (net/socket. c) __sock sendmsg nosec (...)

(fs/read write.c) vfs_write (....) (net/ipv4/af_inet.c) inet sendmsg( )

' '

(fs/read_write.c) do_sync_write (...) (net/ipv4/tcp.c) tcp_sendmsg (...)

(net/socket.c) sock_aio_write (...)
(net/socket.c) do_sock_write (...) (net/ipv4/tcp_output.c) tcp_push_one (...)

(net/socket.c) _ sock_sendmsg(...) (net/ipv4/tcp_output.c) tcp_write_xmit (...)
(security/security.c) security_socket_sendmsg (...) (net/ipv4/tcp_output.c) tcp_transmit_skb (...)




EERIREL (In Kernel)

(Net/ipv4/ip_output.c) ip_queue_xmit (...)

:

(include/net/dst.h) dst_output (...)

(net/ipv4/ip_output.c) ip_output (...)

(net/ipv4/ip_output.c) ip_finish_output (...)



EERIREL (In Kernel)

(net/ipv4/ip_output.c) ip_finish_output (...)

(net/ipv4/ip_output.c) ip_fragment...)

(net/ipv4/ip_output.c) ip_finish_output2(...)

(net/net/neighbour.h) neigh_output (...)

(Include/net/neighbour.h) neigh_hh_output (...)

(/net/core/dev.c) dev_queue_xmit (...)

(/net/core/dev.c) dev_hard_start_xmit(...)



£ - EREIN

e /0O 122
e epoll, select ...etc

* AIO

 Process By T {Fi=EY

e I Process fic_ iz Z worker

e % Process

 SO_REQUESTPORT



SOCKET S 2
LISTENER
WORKER

SOCKET
LISTENER

WORKER

WORKER

KERNEL

KERNEL - SOCKET

LISTENER
APPLICATION APPLICATION

SOCKET
LISTENER

WORKER

s

WORKER

: : I 1 SOCKET
1 1 . ) LISTENER
WORKER :_ o ; WORKER

https://www.nginx.com/blog/socket-sharding-nginx-release-1-9-1/

i



Wrk benchmark

Benchmarking reuseport

.| requests/sec —@— latency (ms)

200000

150000

% 100000
:
X

20000

0

default

https://www.nginx.com/blog/socket-sharding-nginx-release-1-9-1/

accept_mutex off

—&— latency stdev (ms)

reuseport

60ms

45ms

30ms

15ms

Oms

Latency
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FERIE\

* |ong-lived connection

° /}_E ‘DTCP LHBZZK

» Load-Balancer Bl| 2X84} %88

=N

e Protocol Buffer

« FIEER -
« £3%& Cache

&

nm

J

HEHE&ANE L3/L4 1Y



{E{C/E4N - Socket

o HIZE Kernel AXE » B Intel ¥ ixgb ZFI48+F driver PN BRI BEIR B %
E

o https://Ixr.missinglinkelectronics.com/linux/Documentation/networking/
device drivers/intel/ixgb.rst#l 272

 With the 10 Gigabit server adapters, the default Linux configuration will very
likely limit the total available throughput artificially.


https://lxr.missinglinkelectronics.com/linux/Documentation/networking/device_drivers/intel/ixgb.rst#L272
https://lxr.missinglinkelectronics.com/linux/Documentation/networking/device_drivers/intel/ixgb.rst#L272

sx{E{C/E4 - BBR

Congestion-Based Congestion Control
* Released by Google (2016)
o Better throughput and lower latency

 Compare to CUBIC (default algorithm before 4.19)
o 22 https://shorturl.at/jxV35



https://shorturl.at/jxV35

{E{C/E

« TCP, UDP ¥ 1hs&ex1E1L
e [RTELEZINEBE AR - W MPTCP (Multipath TCP)
s RARERMBFRA=ARMNEITTNRME (ZB1E 0] A)

o Wiki: https://en.wikipedia.org/wiki/Multipath TCP#Use cases

* Apple uses MPTCP to support Siri on iPhone.

e 5x reduction of network failures


https://en.wikipedia.org/wiki/Multipath_TCP#Use_cases

={E{C/E4 - TCP

» ZARIEEIEAR

» TCP WFiEERE T FkmK > WHFFOIE
» Client WENEEZE 7 » S EMEERERES
» Server WHHNZSFFMMAER > TEHHEHEAEL
» FIEREARENEEN Socket BMEEE




CONNECTI/SYN (Step 1 of the 3-way-handshake)

................. » unusual event
> client/receiver path (Start) _(
CLOSE/- .
> server/sender path LISTEN/- A :
: CLOSEI-
(Step 2 of the 3-way-handshake) SYN/SYN+ACK '
LISTEN
A: :
RST/- : : SEND/SYN
SYN ........................................................ . A naa s nesatsasasetasessesantasesstasasacnis ). SYN
RECEIVED | oo, SYN/SYN+ACK  (simultaneous open) . .. SENT
Data exchange occurs
ACK/- SYN+ACK/ACK
>| ESTABLISHED |«
(Step 3 of the 3-way-handshake)
. CLOSE/FIN
: CLOSE/FIN FIN/ACK
: Active CLOSE Passive CLOSE :
| |
| \ Y FINJACK | | Y |
| FINWAITL |77 CLOSING S CLOSE WAIT |
. |
| FIN+ACK/ACK : - |
: : ! | :
: ' ! !
: ACK/- ACK/- : : CLOSE/FIN :
| S : | ! |
: : : ' : !
- ‘ I |
; Y Y | | Y |
escasssasssansasns I |
: FIN WAIT 2 : TIME WAIT | | LAST ACK :
| FIN/ACK | | |
|
| Timeout | | ACK:- |
! | P L

https://en.wikipedia.org/wiki/Transmission_Control_Protocol#/media/File:Tcp_state_diagram_fixed_new.svg



={E{C/E4 - TCP

e SF/ TIME WAIT AREEFR{E B IR

e JFME TIMOUET » 222X

i

)

 WARE - BARATUEEZISES TIME_WAIT R85

o TIME_WAIT BVEIZIE ] E#E{FH TCP_TW_REUSE

« {ZEX ip_local_port_range 2RIENNEE =2 port %5 server {£F (source port)

o KEfHFESRE 32768 ~ 60999

 Kubernetes Node Port (30000 ~ 32767)

« BEBEXROIBEEE(RAY NodePort RAEEZR » B A port HAGAHE

ml




={E{C/E4 - TCP

« KeepAlive, iR B EEGEEERFHE
o THAZS AN BRI AT HZEFFOIE » A4 TCP & stream(EiM)ELR » FiAZEIEZ—{E)R B E 1Y probe S B HE¥1E
e BN RIME

« 2%7%(keepalive packet), ZE1¥I K 3G » #xAl (keepalive probe), #E3 %] Fig)E

« 4AFE XA RIPRATRI (keepalive_time)
o HRISERAIRGR (keepalive_intvl)

* Default: 9 probe
o JE/DBANIZEAE (keepalive_probe)

« Z/MEREULEICERY probe

* Example: 9(probe), 30sec(intvl) --> 9*30 = 270 = 4 mins.

=

FERAWEE =

m

=7

L
=



={E{C/E4 - TCP

e SYN Flood
« —TEINEET, » FRA=ARiE

» Client ----> Server (SYN) (INZ&

EREAYSYN 3

» Server ---> Client (SYN-ACK) (Server BHEZE 4R >

* max_syn_backlog

1575 source |P)

—1

IEAEFEI 7RI ACK > Z

s IAFERNGAAE(AREZEUER  BEEERINEIACK)

* synack_retries

« Kernel E:{Z /D& ENE?

/14

1]l];
—
>t
(i
NS
sl

=1 1

==

¥

ESAE > BRERSER




(£ - UDP

o« HARRELR > IRAHHEIE - 1HEI TCP MBI EFZ
. ZEEE AR/
o« FEHE MTU

« IR | BIE LA ERAEPE A ¥ ERY MTU

e MTU & Layer 2 Y57 » ;2B A (fragmentation)IHAE, HBAFESE

« PMTUD (Path MTU Discovery) 8% » E{RIEIEREEFHRHE

o Cloudflare: https://blog.cloudflare.com/path-mtu-discovery-in-practice/



https://blog.cloudflare.com/path-mtu-discovery-in-practice/

MTU

Standard Frames

MTU Mismatch at Layer 2

Data flow
MTU 9000 MTU 1500

Jumbo Frame (9000 MTU) = r———"N —
Better channel utilisation _ R - fic Discarded _

Data flow

https://www.packetflow.co.uk/mtu-jumbo-mss/ https://oswalt.dev/2013/03/jumbo-frames-beyond-the-broadcast-domain/



IE{CIB4R - WHig/E

+ IR BR

» RIFCERE
» IXHMNE > IP DER
o ip_forward =1 (BB4LFIRY » RIEHZE(L » TEEERZE )
e ip_default_ttl (RETEER TimeToLive B& » SR EF B EEFI B AR

o rp_filter (RMEIMWBEIEIRIR - AEIENMTEE)




IE{CIBAR - 4Hig/E

e MTU

* AR AERRITIMANERIMREEE R
» VXLAN/GRE/NVGRE/GENEVE




NS
S

FEGRE

I
1

=j=

RE(LER- B

|

s FFRIWNRIFEE » FBEBENPETEEZZINEE
» FRERAEZIARE CPU

e smp_affinity, irgbalance

 JE’> CPU Cache Missed IR £ > 38 CPU HE[EFR*E(H[E—58 CPU RI1E

« RSS/RPS/RFS
» RSS (f&EERIH)
« RPS/RFS (X g2 R IE)




=j=

]

 RSS (Receive Side Scaling)
 EESEE > RIFHENRHENSTRETHZRE » ZKEIMEREAY RX Queue

» F8REH irgbalance » B1Ti8&1E CPU Ei Queue
T E

e /proc/irg<IRQ_NUMBER>/smp_affinity

RX Queue
RX Queue

O [
:

CPU 2

https://garycplin.blogspot.com/2017/06/linux-network-scaling-receives-packets.html

RX Queue n



it

SRELGRE

e {E{C/B4K -

ay

 RPS (Receive Packet Steering)

e Kernel AN EIREENEEIHAE

 Layer4 Hash (source IP, source Port, dest IP, dest Port)

e EELAATHAA IS AMEER Hash, [E:ZEEE CPU BIENAEZ E LT

o /sys/class/net/ethO/queues/rx-xx/rps-cpus (bitmask)

https://garycplin.blogspot.com/2017/06/linux-network-scaling-receives-packets.html



==

]

 RPS (Receive Packet Steering)

https://garycplin.blogspot.com/2017/06/linux-network-scaling-receives-packets.html

R

CPU 2

CPU3

CPUG

softnet_data




=j=

RELER - BHHEGE

|

 RFS (Receive Flow Steering)

« RPS N LtEAERZE » #HREREILIRQueueEBNRAEBCPU » &2 Cache
Missed

e I2F Locality,

https://garycplin.blogspot.com/2017/06/linux-network-scaling-receives-packets.html
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e
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IE]

IE{CBHR - &

]

net_sendmsg()

 RFS (Receive Flow Steering)

net_sendpagey()
tcp_splice_read()

update

sock_rps_record_flow)

RX Queue

sock flow table

rps

inet_recvmsg()

https://garycplin.blogspot.com/2017/06/linux-network-scaling-receives-packets.html
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IE(CB4R - ERELE

ay

 Hardware Offloading (ethtook -k)
« ZFHHE

g

« TSO/UFO/GSO

IS

L

o EREEE A EAIUEIEEARNEE » kernel RERIE

« LRO: B8 TCP £ » 15 DATA 5§18 1F L%

« GRO: 58/ LRO » x#& TCP/UDP

* Tunneling

)







