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What are these definition?

e DMA (Direct Memory Access)
e Circular buffer

e sk buff

e Socket() buffer



DMA (Direct Memory Access)

e For high-speed propose, DMA channel
allows device can access memory directly
without involved CPU.

e DMA channel usually used by the sound
card, hard disk drives, network interface.



Circular buffer

e [s a data structure that uses a single,
fixed-size buffer as if it were connected
end-to-end.
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keyboard 49 read pointer 0x00
processor S\ write pointer 0x00




sk_buff

e struct “sk_buff”’ is one of skbuff.h function
e “sk_buff”’ is a large struct containing all

the control information required for the
packet



http://lxr.linux.no/linux+v2.6.20/include/linux/skbuff.h#L185

sk _buff & sk_buff _head

The sk_buff elements are organized as a doubly
linked list, in such a way that it is very efficient to
move an sk_buff element from the beginning/end of
a list to the beginning/end of another list.

A queue is defined by struct sk_buff head, which
includes a head and a tail pointer to sk_buff
elements.



Doubly linked list

Doubly linked list is a linked data structure that
consists of a set of sequentially linked records
called nodes




Queue of sk_buff elements

struct sk_buff_head
ul ext | =

-

> prev

Qlen=4

lock

struct sk_buff struct sk_buff struct sk_buff struct sk_buff

Figure 2-1. List of sk_buff elements




Packet process with sk _buff (1)

skb -> data

Ethernet Header

skb -> mac_header

skb -> network_header

skb -> transport_header TCP Payload




Packet process with sk _buff (2)

sk_pull()

Ethernet Header

skb -> data
skb -> mac_header

skb -> transport_header TCP Payload




Packet process with sk _buff (3)

sk_pull()

skb -> data

skb -> mac_header

Ethernet Header

TCP Payload




Socket() buffer

e Socket() is for application only (user
space)



Socket() buffer Lab
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TCP Header

TCP Header Format

0 1 2 3
01234567890123456178901234561789°01
Fotot—t—totot—t ottt —tot—F ottt ottt —F bttt —t—+—+
| Source Port | Destination Port |
totot—tototot ottt ottt ottt ottt ot —t bttt — bt —t =t =t =t =+
| Sequence Number |
Fotot—t—tot—t—t—t—t—t bttt ottt ottt —F -ttt -ttt —+—+
| Acknowledgment Number |
e e ot e S s s o

| Data | |u|a|P|R|S|F|

| offset| Reserved |R|C|S|S|Y|I]| Window
| | |6|X|H|T|N|N|

s s s ST S S S s s St
| Checksum | Urgent Pointer |
s T T s o s s o Nt R SRR R R R B S
| Options | Padding |
e T S e s S S SR
| data |
s E T S T S s S s St R SR

TCP Header Format




TCP fields you must know

e Source/Destination port max value = 2216 -1 =
65536 - 1 (because value start at 0)

e Sequence/Acknowledgment Number is to
inform the sending host that the transmitted
data was received successfully.

e ACK, SYN, FIN flags
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MASQUERADE!?

lick me?!


https://youtu.be/DGUSFVEvTio

Masquerade

e |t’s a concept that enables you to hide real
source/destination IP or port.
e Implement on NAT, VPN, VxLAN

o NAT is modify source IP and port
o VPN is add extra IP header at the head of packet
o VXLAN is add extra IP header at the head of packet



IPsec VPN & SSL VPN packet format

Passed
by Firewalls

Filtered Inner IP Packet
by Firewalls .

r F Inner Ethernet Frame
Inner IP Packet HTTPS (SSL) Protocol Optimized for
GRE or ESP Packet TCP/IP Connection Df'ay & Packet Loss
Outer IP Packet Blier 1D Dacket of Long-Distance WAN

Outer Ethernet Frame Outer Ethernet Frame

Legacy VPN Protocols SoftEther VPN Protocol
(IPsec, PPTP) (Ethernet over HTTPS)




VXLAN packet format

. Outer | Outer Outer Inner | InnerlIP |

8 Bytes

— Source Group (EPG) | VXLAN Instance ID (VNID) -1




NAT

e private >> public,
public >> private,
private >> private

e 90% of NAT is using SNAT. Some of DNAT is
using on the firewall.

e NAT translation table saves every translation
to track connection.



Packet

Source IP Addr = 192.168.1.102
Source Port = 33543 /

Local IP
Address

process X, Host A ===l 192.168.1.101
Host B===» 192.168.1.103
process Y, Host Amss> 192.168.1.101
Host C===l» 192.168.1.102

65.96.14.76

Internet
' Packet

N\

Source IP Addr =65.96.14.76

Source Port =4

NAT Translation Table
Internet
IP Address

65.96.14.76
= 65.96.14.76
65.96.14.76
65.96.14.76

Source
Port #




Questions



Questions

e Did anyone use Socket() library before? How
was that?
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